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GSuiteDifE. BIE7HUY NCEIBBE(COJA>UT. [AppslU> %I IwILES, IRIC. [SAML
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= Google Admin

Q  search for users, groups, and settings (e.g. setup MX records)

Admin console

Welcome to your Google Admin console, your Android mobility management is available in Security.

[ J °
) -
Dashboard Users Groups Buildings and Device management Apps Security
See relevant insights Add or manage users Create groups and resources Secure corporate data Manage apps and their Manage security
about your domain mailing lists Manage and monitor on devices settings features

buildings, rooms and
resources

v — i (2]

Reports Billing Company profile Admin roles Domains Data migration Support
Track usage of services View charges and Update information Add new admins Verify your domain or Import email, calendar Talk with our support
manage licenses about your company add domains and contacts team
MORE CONTROLS

= Google Admin Q_  search for users, groups, and settings (e.g. setup MX records)

Apps

APPS SETTINGS ] ' ‘
Marketplace settings

J "
10 51 0 6

G Suite Additional Google services Marketplace apps SAML apps
G Suite Core Services Blogging, photos, video, social tools More about Marketplace apps Manage SSO and User Provisioning
d more

Leammors \ /
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Google Admin Q_ search for users, groups, and settings (e.g. setup MX records)

Apps > SAML Apps =

Services Status a Certificate

3114_SAML2.0

i cyber_demo On for everyone

o) Pessovobie Oon for everyone Google. 3114_SAML2.0

/ SAML app for mobile login Y Expires Mar 02,

. Google_202 114_SAML2

/ i PESSO On for everyone Google_2024-3-2-93114_SAML2.0
Expires Mar 02,

o LMobile . Google. 14.SAML2.0

/ i Port:0898 Offfor everyone Expires Mar 0

i LPCSSO Off for everyone Google 20 STaSAMLZ0
Expires Mar 02,

s Google 2024-3-293114_SAML2.0

S| test Off for everyone e
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Step1T(&. [SETUP MY OWN CUSTOM APPIU>D%ZIDIYILET
Step2 Tl #HEAMEDF X, NEXTRI>ZIUILET

Step 1 X Step2of 5 X
Enable SSO for SAML Application Google IdP Information
Select an service/App for which you want to setup SSO Choose from either option to setup Google as your identity provider. Please add details in the SSO
| config for the service provider. Learn more
Services Provisioning supported Option 1
SSO URL https://accounts.google.com/o/sam|2/idp?idpid=C046mjgz7
15Five 4 >
Entity ID https://accounts.google.com/a/saml2?idpid=C046mjgz7
4Me 4 ) Google_2024-3-2-93114_SAML2.0
Certificate
Expires Mar 02, 2024
7Geese ’ 3 DOWNLOAD
Accellion 4
Adaptive Insights b4 Option2
IDP metadata 4 DOWNLOAD
Adnhna V4 5
PREVIOUS CANCEL NEXT
SETUP MY OWN CUSTOM APP
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Step3. 4T(E. LFOATZAFL. NEXTRI>ZI)WILET

Step3of5 % S(eﬁic.fs ) ) X
Basic information for your Custom App Service Provider Details
Please provide service provider details to configure SSO for your Custom App. The ACS url and Entity
Please provide the basic information needed to configure your Custom App. This information will be D are mandatory.
viewed by end-users of the application
ACS URL * hitps://xxx.xxX.xx.Xxx/pe4j/smalLogin
Application Name * POWER EGG SSO
Entity ID * hEtps://XxX. XXX.XX. XXX/ pedj/
Description SAMLEZETF
Start URL
- ' Signed Response O
Name ID Basic Information Primary Email
Upload logo {j cHOOSE FILE
This logo be displayed for all users who have access to this ap Name ID Format UNSPECIFIED
Please upload a .png or .gif image of size 256 x 256 pixels
PREVIOUS CANCEL NEXT
PREVIOUS CANCEL NEXT
PCREIE
Application Name POWER EGG SSO
Description SAMLEREIEA
i o - .
ACS URL http(s)://(Y—/\—%):(R—I)/pedj/samliLogin
- a o -
Entity ID http(s)://(H—=/\—=%):((R—K)/pe4j/

AN—NIAFIESTE
Application Name
Description

ACS URL

Entity ID

POWERE EGG MOBILE SSO
SAMLEREEAR(AN—NIA> )
http(s)://(Y—/\—%):(R—K)/pedx/sso/samlLogin

http(s)://(H—/)\—%2):((R—F)/pedx/
S
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Step5T(d. ZDFEZE. FINISHMRY>ZIUwIUET . EIFRESNTEBENRREINBDT. OKIRI>Z2IUIwIUE
9, Fixg. — B LIC. UTOLSCERREINET,

Step 5of 5 X
. : Setting up SSO for POWER EGG SSO x
Attribute Mapping gup
Application detail d
Provide mappings between service provider attributes to available user profile fields. o pplication detafls save
Some providers require you te map application attributes to user fields. You should check the o Mandatory attribute mapping successfully configured
application's documentation to see if this is required. You can always come back later to complete the  u——"
mapping. s You'll need to upload Google IDP data on POWER EGG SSO administration panel to complete
SAML configuration process

There are currently no mappings for this application

ADD NEW MAPPING

PREVIOUS CANCEL Q FINISH

POWER EGG SSO

Off everyone Google_
SAMLEZEA Off for everyone

Expires Mar 02, 202
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XAT=ADAD>0- K& UTFOFIET, X547 -45570>0—- ROBEENERBLET,

SAML Service provider details
S User access o
£, POWER EGG SSO
0 POWER EGG To allow select users to access this app, choose a group or organizational unit that includes r accounts. Learn c Settings
m

e 550 confgurstion
View details 3 Test SAML login
OFF for everyone

hitps://xo. o000 00/pedi/samlLogin
& Download metadata P ped g

[ Test SAML login

§ Delete app

[ r—
3+ Download metadata I Service provider details l —*

W Delete app Certificate ACS URL Entity ID

https://x0c 0000000 pedj/samiLog  hitps://xox oo oo/ped]
"

SAML attribute mapping

SAML attribute mapping isn't configured

Map user fields oud Directory to SAML service provider attributes.

Configure SAML attribute mapping

Name ID

Certificates
Use certificates to confirm the authenticity and integrity of messages shared between the
identity and service providers. Learn more UNSPECIFIED

Certificate 1

Basic Information > Primary emal

Google_2024-3-1-163114_SAML2_0 I S
Expires Mar 2, 2024

SHA-256 fingerprint

76:AC:C2:02:FC:9E:2B:36:8A:68:94:C2:53:87:D6:7E:F7:36:AD:73:55:C1:D4:5B:57:C o
C:41:4A74:80:44:26

ADD ANOTHER CERTIFICATE

Download metadata

Download the metadata you'll upload to your service proy

DOWNLOAD METADATA

-[DOWNLOAD IDP METADATAlU  %IET L, 9T - 0—-RENFY,
ZDI74 )\ %EPOWER EGGRINDSAMLEZEREESTE T, B2 TOTRE,

-PCHTEERUEEEENBY > O0—- RUTLZEL,
(AN—=RIAHETERUIEEENS THRI—AENFI I 00— RENFd)
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B Azure Active Directory
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5) SAML SSO for PE | > A2 A>

IE—ISAZAFTUE—23>
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X BEOBICER ® =
SO DA AR TL

i Fhe I-HF—[E XA TIUIDR
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2 FES
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SAML
SAML (Security Assertion Markup

» JoEzs—4 {3

B FFUL—a% TOES Language) 7O FJLEEBRLE. 7
TUT—2 32T T 3 EMmEN DT
¢ tLIH-EX FaUT+ TRESNLEE.

TFaUFA

SAML [CEB2TIL A Aoty Ry S

DIFEEEHCFFEV BN F o saML 550 for PE #EE 3 3mno~ILT .

16

EER sAML 805

R

HWRIF (T2 77 D) BA
FiE URL (Assertion Consumer Servi (598
ce URL)

A URL

U L—iER
O4 77 I URL

a—H-EHEIL—A

givenname user.givenname
surname user.surname
emailaddress user.mail

name user.userprincipalname
—E&h1—H— 1D user.userprincipalname

s

& BE
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TICEEEHITDIATZ AL, [RIFIZVIVILET .
sakal . IGEFURLIC(E. PCAE - AR S D EZITVE T,

BHARNIR SAML 85

B &%

HEF (T T4FT1 D) @
BEEDHBIFIE, IDP-initiated 550 D SAML IHZ0NKEBDET

https:/fssltest.poweregg.net/pedj/

‘https:,-’,-’ssItest.poweregg.netfped—xf /| D @

F5Z URL (Assertion Consumer Service URL) * ©
BEEME URL (£, IDP-initiated S50 @ SAML I @PEHEICBEDFT

‘ https://ssltest.poweregg.net/pedj/samlLogin e |

‘https:ffssltest.poweregg.netfperixfsso;‘samlLogin /| D @

YA A2 URL O

[ >a> BRLEAALTL L

PCH. ANRFHDERTE

Fic} 951 http(s)://(H—/\—%&):((R—K)/pe4j/
http(s)://(Y—/\—%):((R—1)/pedx/

JEZEURL http(s)://(Y—/\—%):(GR—1)/pe4j/samlLogin
http(s)://(Y—/\—%):((R—})/pedx/sso/samlLogin
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T AST—H TFAIEFYIO-FTE 9 240 Hr2Ar - FoEE
narme user.userprincipalnarme
—=n1—H—1o user.userprincipalname

e SAML SEIAS

& EE

TR FoF4T
BEN FO43FBADTSFCS94C3CADACF302DAS048ESESD

GE3E
EENEARR 2023/8/25 9:20:32
EBHAA-IL matsushita@o.d-circle.com
FIIDITIFT L —Z3 AT | https://login.microsoftonline.com/200...
—47 URL
SIFBAEE (Basetd) Armo— R
SRS (FRANT) Ao.O—R

JIFL—33 AGF—4 XML

SINBRAIT =A% 0-RUET,
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CloudGate UNO®
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CloudGate UNO

User Hub

CloudGate UNO User Hub

s iEE g

CloudGate UNO

Admin Site

CloudGate UNO Administrator Site

SAML 2.0 SAML 20
© & L+ =] ﬁ
&3 Panopto S PEGA Phone Appli
Panopto Pega Platform
H—ER7O/Nr =B
e oEm ©Em H—E24g POWER EGG
(O POWEREGG 3.0 tcPrlme[lrlue #» paloalto’ e B
OWEREGG @ PrimeDrive risma /
SAML SAl (o] SAML 20
© &0 ©Emn © Em
Yy Custom Yy Custom  Qast
PoofHQ ~ Pulse Secure Qast
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Y—E2TON\NAH—C—EIC. [POWER EGGIHMEMNENTWA L= IERELET,

H—EZR7O0/I 15 ——K

Y—EAT70/rF—EM

s R - R%

CloudGate UNO CloudGate UNO

User Hub Admin Site

CloudGate UNO User Hub CloudGate UNO Administrator Site
SAML 2.0 SAML 2.0

s iRE
() POWER EGG 3.0

POWER EGG
SAML 2.0
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H—E2TO/I\(H——EDPOWEREGGDY —EZD[HRE 12 7UvIL T, [0 INBA > AVERTEIDS
SAMLO:SEZEZIFRU. [1REF1EIIWIVLET,

H—E 70/~ ——E » POWEREGG

SN A EE
SAML 2.0D5EE
A A AV SAML 20
ldP-initiated S50 LAE

SP-initiated 550 m

Sign-on URL / SAML endpoint URL / S50 URL https://test poweregg.net/pedj/samlLogin

Issuer / Provider name / Entity 1D https://test poweregg.net/pedj/

Assertion consumer service URL hups:/ftest.peoweregg.net/pedj/samliLogin

Name IDADFETL urn:oasis:names:tc:SAML 1 nameid-format:emailAddress

PCRDIZEDRTE

Sign-on URL / SAML endpoint URL / SSO URL http(s)://(B—/\—=%):(R—K)/pedj/samlLogin
Issuer / Provider name / Entity ID http(s)://(Y—/\—=%&):(R—1)/pedij/

Assertion consumer service URL http(s)://(Y—/)\—%):(R—)/pedj/samlLogin

AX—NIAC DG EDETE
Sign-on URL / SAML endpoint URL / SSO URL http(s)://(H—/\—%):((R—K)/pedx/?saml#/login

Issuer / Provider name / Entity ID http(s)://(Y—/\—=%&):((R—K)/pedx/
Assertion consumer service URL http(s)://(HY—/\—%):((R—K)/pedx/sso/samlLogin
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POWER EGGH'SIdPICiE#fe 9 DIcsbDIFHREL T AT OIE#HhZ:=ELF I,
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#* TEE1—SEIEER
#* P2 —RIE
SAMLIBEEA 2 70 7 ) LEBNl(ET144F)
AT —H * federationmetadata-2.xml(2KB)
T2 TZER o0 BIRERER BERULZI7 ()L EHIR
Identity Provider (IdP) MXST—4%&RULET.

#* L —)IRIE
% 07 - HESEEERSR

» AR ACS URL https://xxx.xxXX.Xxx.Xxx/pedj/samlLogin

® > —HE (PCH) *

IdPEIN'S DPostBackURLEZELUEY. (PCA)
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