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= Google Admin

Q  search for users, groups, and settings (e.g. setup MX records)

Admin console

Welcome to your Google Admin console, your Android mobility management is available in Security.

- 2 i3 3

Dashboard Users Groups Buildings and Device management Apps Security
See relevant insights Add or manage users Create groups and resources Secure corporate data Manage apps and their Manage security
about your domain mailing lists Manage and monitor on devices settings features
buildings, rooms and
resources

v — i (2]

Reports Billing Company profile Admin roles Domains Data migration Support
Track usage of services View charges and Update information Add new admins Verify your domain or Import email, calendar Talk with our support
manage licenses about your company add domains and contacts team
MORE CONTROLS

= Google Admin Q_  search for users, groups, and settings (e.g. setup MX records)

Apps

APPS SETTINGS ] ' ‘
Marketplace settings

J "
10 51 0 6

G Suite Additional Google services Marketplace apps SAML apps
G Suite Core Services Blogging, photos, video, social tools More about Marketplace apps Manage SSO and User Provisioning
d more

—/
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Google Admin Q_ search for users, groups, and settings (e.g. setup MX records)

Apps > SAML Apps =

Services Status a Certificate

3114_SAML2.0

i cyber_demo On for everyone

o) Pessovobie Oon for everyone Google. 3114_SAML2.0

/ SAML app for mobile login Y Expires Mar 02,

. Google_202 114_SAML2

/ i PESSO On for everyone Google_2024-3-2-93114_SAML2.0
Expires Mar 02,

o LMobile . Google. 14.SAML2.0

/ i Port:0898 Offfor everyone Expires Mar 0

i LPCSSO Off for everyone Google 20 STaSAMLZ0
Expires Mar 02,

s Google 2024-3-293114_SAML2.0

S| test Off for everyone e
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Step1T(&. [SETUP MY OWN CUSTOM APPIU>D%ZIDIYILET
Step2 Tl #HEAMEDF X, NEXTRI>ZIUILET

Step 1 X Step2of 5 X
Enable SSO for SAML Application Google IdP Information
Select an service/App for which you want to setup SSO Choose from either option to setup Google as your identity provider. Please add details in the SSO
| config for the service provider. Learn more
Services Provisioning supported Option 1
SSO URL https://accounts.google.com/o/sam|2/idp?idpid=C046mjgz7
15Five 4 >
Entity ID https://accounts.google.com/a/saml2?idpid=C046mjgz7
4Me 4 ) Google_2024-3-2-93114_SAML2.0
Certificate
Expires Mar 02, 2024
7Geese ’ 3 DOWNLOAD
Accellion 4
Adaptive Insights b4 Option2
IDP metadata 4 DOWNLOAD
Adnhna V4 5
PREVIOUS CANCEL NEXT
SETUP MY OWN CUSTOM APP
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Step3. 4T(E. LFOATZAFL. NEXTRI>ZI)WILET

Step3of 5 x Step4of 5 X
Basic information for your Custom App Service Provider Details
Please provide the basic information needed to configure your Custom App. This information will be Please provide service provider details to configure SSO for your Custom App. The ACS url and Entity
viewed by end-users of the application ID are mandatory.
Application Name * POWER EGG SSO ACSURL * hitps://xxx.xxx.xxx.xxx/pedj/samlLogin
Description SAMLEREEF| Entity ID * RttpS:// XXX XXX XXX. XXX/ ped]
Start URL
—
Signed Response O
Upload logo {j cHOOSE FILE
Name ID Basic Information Primary Email
Name ID Format UNSPECIFIED
PREVIOUS CANCEL NEXT PREVIOUS CANCEL NEXT
PCRIZZE
Application Name POWER EGG SSO
Description SAMLEREIEA
N o 0 -
ACS URL http(s)://(Y—/\—%):(R—I)/pedj/samliLogin
- W o -
Entity ID http(s)://(H—=/\—=%):((Rh—K)/pe4j

AN—NIAFIESTE
Application Name
Description

ACS URL

Entity ID

POWERE EGG MOBILE SSO
SAMLEZEEAR(AN—hIA>H)
http(s)://(Y—/\—%):(R—K)/pedx/sso/samlLogin
http(s)://(Y—/\—=%&):((R—K)/pedx
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Step 5of 5 X
. : Setting up SSO for POWER EGG SSO x
Attribute Mapping gup
Application detail d
Provide mappings between service provider attributes to available user profile fields. o pplication detafls save
Some providers require you te map application attributes to user fields. You should check the o Mandatory attribute mapping successfully configured
application's documentation to see if this is required. You can always come back later to complete the  m——"
mapping. s You'll need to upload Google IDP data on POWER EGG SSO administration panel to complete
SAML configuration process

There are currently no mappings for this application

ADD NEW MAPPING

PREVIOUS CANCEL Q FINISH

POWER EGG SSO

Off for everyone Google..
SAMLEZSER JrerevErone
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2’ EDIT SERVICE /' EDIT SERVICE

POWER EGG SSO .‘ POWER EGG SSO
OFF for everyone b J OFF for everyone
7/ 7

Service Provider Details

Set up basic service provider (SP) details like the ACS URL, entity id and more

~ Service Provider Details

Attribute Mapping Please provide service provider details to configure SSO for POWER EGG $S50. The ACS url and Entity ID are mandatory.
&in;\\gure additional parameters that need to be sent to the service provider along with the authentication ACS URL * hittps: /00000000000 pedi/samlLogin
Entity ID* hittps://xxx XX, X000 X06x/ped
Start URL
Manage identity provider certificates X Certificate Google_2024-3-2-93114_SAML2.0 Expires Mar 02, 2024

Choose from either option to setup Google as your identity provider. Please add details in the SSO config for the service
provider. Learn more

S$SO URL https://accounts.google.com/o/saml2/idp?idpid=C046mjgz7
Entity ID https://accounts.google.com/o/sami2?idpid=C046mjgz7
Certificate 1 Google_2024-3-2-93114_SAML2.0 i

Expires Mar 02, 2024 ‘

4 DOWNLOAD CERTIFICATE [ 4 DOWNLOAD IDP METADATA ]

Certificate 2 GENERATE CERTIFICATE

CLOSE

-[DOWNLOAD IDP METADATAlU  %IET L, 9T - 0—-RENFY,
CDI71)ZPOWER EGGRINDSAMLERELEESSTE C. EixaiToT<IZa0),

-PCHTEERUEEEENBY > O0—- RUTLZEL,
(AN—=RIAHETERUIEEENS THRI—AENFI I 00— RENFd)
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#* P2 —RIE
SAMLIBEEA 2 70 7 ) LEBNl(ET144F)
AT —H * federationmetadata-2.xml(2KB)
T2 TZER o0 BIRERER BERULZI7 ()L EHIR
Identity Provider (IdP) MXST—4%&RULET.

#* L —)IRIE
% 07 - HESEEERS

» AR ACS URL https://xxx.xxXX.Xxx.Xxx/pedj/samlLogin

T (PCH) *

IdPEIN'S DPostBackURLEZELUEY. (PCA)

ACS URL | https://xXx.XXX.XXX.XXX/pe4x/sso/samlLogin
(RR—LIAZR)  14ppinsmPostBackRLERELET, (RX— I V)
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ACS URL(PCF) . LI FOURLTRELES.
http(s)://(H—I)\—%&%):(R—F)/pedj/samlLogin

X H—)\-% | FelE. IP7RLR
) https://peserver/pe4j/samlLogin

ACS URL(ZAX—RIAVA): U FOURLTHRELET,
http(s)://(H—/\—%&%):(R—F)/pedx/sso/samlLogin

X U—)\-% | . IPVRLR
#5]) https://peserver/pedx/sso/samlLogin

% ACS URL(PCH). ACS URL(AN¥—bIAVER)DIEIdPAICEIFRUEARATE—E
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